Security Terms and Definitions

Access


The ability and opportunity to obtain knowledge of classified information.  An indi​vidual, in fact, may have access to classified information by being in a area where such in​formation is kept, if the security measures that are in force do not prevent him/her from gaining knowledge of such information. (See Security Clearance)



Access (AIS)


The ability and the means to approach, communicate with (input to or receive output from), or otherwise make use of any material or component in an Automated Information System (AIS)


Accessibility

The ease or difficulty encountered in obtaining access to classified or controlled information.


Access Authorization

A formal or informal certification by a security official that an individual has an established need-to-know and is authorized access to sensitive information up to a specified level.


Accountability

A method often referred to as an audit trail that collectively provides documentary evidence of all transactions. (i.e. accounting for classified information)


Administrative Downgrade or Withdrawal of Security Clearance


A agency personnel security action to control the number and level of security clearances in effect.  Security clearances are lowered or removed because of changes in the subject's need to know, without any reflection on the subject's security suitability or present or future clearance eligibility.  As this is a purely administrative procedure, there are no due process procedures to be followed. (See Unfavorable Personnel Security Determination)


Adverse Action

A removal from employment, suspension from employment of more than 14 days, reduction in grade or pay, or furlough of 30 days or less.


Adverse Information

Information developed that may have a potentially negative impact on an employee's ability or fitness to be retained in a position of trust.


Agency


Any "Executive Agency" as defined in 5 U.S.C. 105 (reference (pp)), the "military departments" as defined in 5 U.S.C. 102 (reference (qq)), and any other entity within the Executive Branch that comes into the possession of classified information, including the Defense Intelligence Agency, National Security Agency, and the National Reconnaissance Office.


Applicant


A person other than an employee who has received an authorized conditional offer of employment for a position that either requires access to classified information or for a position of trust without access.


Authorized Investigative Agency


An agency authorized by law or regulation to conduct a counterintelligence investigation or investigation of persons who are proposed for either access to classified information or for a position of trust without access, to ascertain whether such persons satisfy the criteria for obtaining and retaining access to such information or for Federal employment.


Authorized Personnel

Those individuals who have a need-to-know for access to classified information for their official duties and who have been formally cleared for the receipt of such information; also those individuals who have been formally authorized by management to take certain actions on an agencies behalf.


Automated Information Sysem (AIS)

An automated information system is any automated means of processing, storing, transferring, or accessing information.  Automated systems include, but are not limited to, word processors, microprocessors, personal computers, printers, controllers, memory typewriters and miniprocessors.


Background Investigation

A personnel investigation of specific scope conducted into an individual's personal history, including checks of neighborhoods, verification of schools attended, confirmation of addresses used..etc



Carve-Out


A classified contract isued in connection with an approved Special Access Program in which an investigative agency has been relieved of inspection responsibility in whole or in part under the National Industrial Security Program (NISP)




Classification Authority

The authority vested in an executive branch official to originally classify information or material that, pursuant to the provisions of a executive order, is determined to require protection against unauthorized disclosure in the interest of national security.  Also the authority to extend classification within prescribed limits, as long as the basis for original classification remains.

 Classified Information

Information that has been determined pursuant to Executive Order No. 12958 (reference (y)), or any successor order, Executive Order No. 12951 (reference (rr)), or any successor order, or the Atomic Energy Act of 1954 (42 U.S.C. 2011) (reference (ss)), to require protection against unauthorized disclosure.  Such information is designated Top Secret, Secret or Confidential.


Classifier


An individual who makes a classification determination and applies a security classification to information or material.  A classifier may be an original classification authority or a person who derivatively assigns a security classification based on a properly classified source or a classification.




Communications Security (COMSEC)

That area of security concerned with  (1) denying classified or sensitive information to unauthorized persons which may be derived from telecommunications and (2) ensuring the authenticity of such telecommunications.


Compartmentalization


The isolation of the operating system, user programs, and data files from one another in main storage in order to provide protection against unauthorized or concurrent access by other users or programs.  This term also refers to the division of sensitive data into small, isolated blocks for the purpose of reducing risk to the data.




Compromise


The disclosure of classified information to persons not authorized access thereto.




COMSEC Custodian/Alternate

The COMSEC Custodian and alternate are the individuals who receive, control, and maintain accountability of all COMSEC materials and equipment for the agency.


Confidential Information

National security (classified) information whose unauthorized disclosure could reasonably be expected to damage the national security.


Confidential Source


Any individual or organization that has provided, or that may reasonable be expected to provide, information to the United States on matters pertaining to the national security with the expectation, expressed or implied, that the information or relationship, or both, be held in confidence.



Confidentiality


A concept that applies to data that must be held in confidence and that describes the status and degree of protection that must be provided for individuals or organizations.





Contracting Officer (CO)

A designated person who, in accordance with agency procedures, is authorized to enter into, administer, and/or terminate contracts, and make determinations and findings concerning the contracts.  A contracting officer is the only individual who can obligate government-appropriated funds.  Some of the primary industrial security functional responsibilities of contracting officers are outlined in agency Industrial Security Regulations.




Contractor


Any individual, educational institution, commercial enterprise, or other entity that enters into a legally binding relationship (contract) with the government to furnish supplies and/or render services in return for payment.


Controlled Area


Any area to which entry is subject to restrictions or control for security reasons.


Controlled Information

Information which warrants protection by statute or regulation, such as classified national security information or unclassified sensitive information. (i.e. IRS taxpayer data, privacy data..etc)


Controlled Substance

Any substance so identified in the Comprehensive Drug Abuse Prevention and Controlled Substance Act of 1970, Public Law 91-513, 84 Stat. 1254.


Counterintelligence (CI)

Intelligence agency that is devoted to countering the effectiveness of foreign intelligence activities and to protecting information against espionage, individuals against subversion, and installations or buildings of material against sabotage.


Critical Nuclear Weapons Design Information (CNWDI)

Information that reveals the theory of operations or design of the components of a nuclear bomb, warhead, demolition munitions, or test device.  Special access authorizations are required for access to information designated CNWDI.


Critical Sensitive Position

A position having the potential for exceptionally grave impact involving duties of clearly major importance to an agency mission, or a position with major program responsibilities which affect the efficiency of the agency.



Custodian

An appropriately cleared individual who has possession of, or is otherwise charged with the responsibility for safeguarding or accounting for classified information.




Declassification

A formal determination that classified information no longer requires, in the interest of national security, any degree of  protection against unauthorized disclosure, together with a removal or cancellation of the classification markings.


Declassification Date or Event

A specific date or event after which information no longer needs classification. "Upon Notification of Originator" is not a declassification event.


Defense Clearance and Investigative Index (DCII)

The DCII is the single, automated, central DoD repository which identifies investiga​tions conducted by DoD investigative agencies, and personnel security determinations made by DoD adjudicative authorities.


Denial of a Security Clearance

Nonapproval or refusal to grant a security clearance.  This may lead a suitability determination whether in the interest of the government, the individual should be removed from service or selection.  Due process may be required.


Derivative Classification

A determination that information is, in substance, the same as information that is currently classified, and the formal marking of such information.


Derivative Classifier

An individual authorized to classify information extracted or compiled from classified documents, or in accordance with published security classification guidance.



Derogatory Information


Information of such nature as to constitute a possible basis for taking an adverse action.




Document


Any recorded information, regardless of its physical form or characteristics, including: written or printed matter; data processing cards and tapes; diskettes; maps; charts; paintings; drawings; engravings; sketches; working notes and papers; reproductions of such things by any means or process; and sound, voice, magnetic, or electronic recordings in any form.

Documentation

A required statement for Top Secret and Secret documents which notes the number of pages, the series designation for the set of copies, and the copy number within the set.  It is generally placed in the upper right corner of the first page of text.


Downgrade

A determination that classified information requires, in the interest of national security, a lower degree of protection against unauthorized disclosure than currently provided, together with a changing of the classification markings to reflect such lower degree of protection.


Employee


A person, other than the President and Vice President, employed by, detailed or assigned to, an agency, including members of the Armed Forces; an expert or consultant to an agency; an industrial or commercial contractor, licensee, certificate holder, or grantee of an agency, including all subcontractors; a personal services contractor; or any other category of person who acts for or on behalf of an agency as determined by the appropriate agency head.


Emergency Appointment

An action taken by the personnel office, which allows a sensitive civilian position to be filled, based on the completion of certain portions of the required investigation and the meeting of certain administrative requirements, pending completion of the full investigation.  (See Temporary Security Clearance)


Entrance National Agency Check (ENTNAC)


A personnel security investigation scoped and conducted in the same manner as a National Agency Check except that a technical fingerprint search of the files of the Federal Bureau of Investigation is not conducted.



Escort


Designated personnel who have appropriate clearances and access authorization for all material contained in the system and are sufficiently knowledgeable of the security implications and necessity of controlling the activities and access of the individual being escorted.




Exclusion Area

A tightly controlled secure workspace where information classified by the Atomic Energy Act of 1954, as amended, is handled or stored; an area more rigidly controlled than a Limited Area.


Exploitation


The process of obtaining intelligence information from any source and taking advantage of it for intelligence purposes.




Favorable Personnel Security Determination

The granting of a personnel security clearance or clearance eligibility, or the authorization for an individual to occupy a sensitive position or perform sensitive duties.



For Official Use Only (FOUO) Information


That unclassified official information of a sensitive, proprietary, or personal nature which must be 
protected against unauthorized public release.




Foreign Government Information

Information that is (1) provided to the United States by a foreign government or international organization of governments in the expectation, express or implied, that the information is to be kept in confidence, or (2) produced by the United States pursuant to a written joint arrangement with a foreign government or international organization of governments requiring that either the information, the arrangement, or both be kept in confidence.


Foreign Nationals

Individuals who are not citizens of, nationals of, or immigrant aliens to the United States


Foreign Power


"Foreign power" and "agent of a foreign power" have the meaning provided in 50 U.S.C. 1801.


Formerly Restricted Data (FRD)

Information removed from the Restricted Data category when the Department of Energy, or antecedent agencies, and the Department of Defense jointly determine that such information relates primarily to the military use of atomic weapons and can be adequately safeguarded as classified defense information.  For purposes of foreign dissemination, however, such information is treated in the same manner as Restricted Data.


Full-Field Investigation

A personnel investigation consisting of a National Agency Check, verification of birth and citizenship, and inquiries into employment habits, conduct, affiliations, and foreign connections to develop information on an individual's integrity, character, reputation, and loyalty to the United States.



Human Intelligence (HUMINT)


Intelligence information acquired by human sources through covert and overt collection techniques.



Imagery Intelligence (IMINT)



The products of imagery and imagery interpretation processed for intelligence use.


Immigrant Alien


Any individually lawfully admitted into the United States under an immigration visa for permanent residence.


Industrial Security

That area of security concerned with protecting classified information in the hands of U.S. industry.


Information

Knowledge which can be communicated by any means.


Information Security

That area of security concerned with identifying and protecting information that warrants protection in the national interest.



Intelligence


The product resulting from the collection, evaluation, analysis, integration, and interpretation of all information concerning one or more aspects of foreign countries or areas, which is immediately or potentially significant to the development and execution of plans, policies, and operations.



Intelligence Community (IC)


The aggregate of the executive branch organizations and agencies involved in intelligence activities.




Interim Security Clearance (See Temporary Security Clearance)



Intrusion Detection System


A security alarm system consisting of various types of components (balanced magnetic switches, capacitance, infrared, ultrasonic, etc.) to detect intrusion in the area of coverage within a facility.

Limited Access Authorization


Authorization for access to CONFIDENTIAL or SECRET information granted to non-United States citizens and immigrant aliens, which is limited to only that information necessary to the successful accomplishment of their assigned duties and based on a Single Scope Background Investigation (SSBI).


Limited Area

An area covered by specific physical security safeguards, primarily used to protect information classified by the Atomic Energy Act of 1954, as amended.


Limited Background Investigation (LBI)

An investigation which consists of a subject interview; personal interviews with selected sources covering specific areas of a subject's background during the past one to three years; and written inquiries, record searches, and credit searches for the past five years.


Local Security Office (LSO)

An office so designated by the Headquarters Security Office of an agency, normally in another state or location, where employees of divisions and offices are assigned collateral duties relating to security for their units and who act as unit points of contact for security matters.


Marking

The physical act of indicating on classified material the assigned classification, changes in classification, downgrading and declassification instructions, and any limitations on the use of the information.


Material

Any product or substance on or in which information is embodied.


Minor Derogatory Information

Information that, by itself, is not of sufficient importance or magnitude to justify an unfavorable administrative action in a personnel security determination. However, a warning letter stating that any future incidents of a similar nature may result in revocation action may be given to the subject.


National Agency Check (NAC)

A personnel security investigation consisting of a records review of certain national agencies including a technical fingerprint search of the files of the Federal Bureau of Investigation (FBI).


National Agency Check Plus Written Inquiries and Credit Check 
         (NACIC)

A personnel security investigation conducted by the Office of Personnel Management (OPM), consisting of a NAC and written requests for information from law enforcement agencies, credit agencies, former and present employ​ers and supervisors, references, educational institutions, finances and other sources.


National Agency Check with Local Agency Checks and Credit Check
         (NACLC)


A personnel security investigation covering the past five years and consisting of a NAC, financial review, verification of date and place of birth, and Local Agency Checks.


National Security


The national defense and foreign relations of the United States, and related matters which can affect the physical, economic, military, or political integrity of the United States


NATO Classified Information

All classified military, political, and economic information circulated within and by NATO, whether such information originates in the organization itself or is received from member nations or from other international organizations.


Need for Access


A determination that an employee requires access to a particular level of classified information in order to perform or assist in a lawful and authorized governmental function.


Need-to-Know


A determination made by an authorized holder of classified information that a prospective recipient has the necessary security clearance and requires access to specific classified information in order to perform or assist in a lawful and authorized governmental function.  The necessity for access to, knowledge of, or possession of classified or controlled information to carry out official duties.  The possessor (holder) of the information, not the prospective recipient, is responsible for determining whether a person's official duties require possession or access to classified or controlled information.


Network

A system of computers, terminals, and databases connected by communications lines.


Noncritical-Sensitive Position

A position having the potential for moderate to serious impact involving duties of considerable importance to an agency's mission, or a position with significant program responsibilities which affect the efficiency of the agency.


Non-Sensitive Position

A position in which the occupant has no access to classified information and no duties that fall into either critical-sensitive or noncritical-sensitive categories.


Nonvolatile Memory

Memory contained within an automated information system that retains its information after power has been removed.


Official Information

Information, which is owned by, produced for or by, or subject to the control of the U.S. government.


One Time Access

Procedures which, in an emergency, allow an individual to have one time or short duration access to information classified one level higher than his/her current security clearance would normally justify, provided certain administrative conditions have been met.(i.e. Local Files Check for unfavorable information)



Operations Security (OPSEC)


The process of denying adversaries information about friendly capabilities and intentions by identifying, controlling, and protecting indicators associated with planning and conducting military operations and other activities.




Original Classification

An initial formal determination that information requires, in the interest of national security, a specific degree of protection against unauthorized disclosure, together with an appropriate marking signifying that such a determination has been made.


Original Classification Authority  (See Classification Authority)


Overseas Security Policy Board


A Board established by the President to consider, develop, coordinate and promote policies, standards and agreements on overseas security operations, programs and projects that affect all United States Government agencies under the authority of a Chief of Mission.




Periodic Reinvestigation (PR) or (PRI)


An investigation conducted at prescribed intervals for the purpose of updating a previously completed single scope back​ground investigation or PR on persons occupying certain.  Investigative requirements are as prescribed by Regulation.  The period of investigation will not normally exceed the most recent five, ten or fifteen year period, as appropriate. The PR is conducted by DSS and the PRI is conducted by OPM.


Personnel Security

That area of security concerned with the standards and procedures for determining whether an individual's employment or retention is clearly consistent with national security interests.  It encompasses not only an individual's loyalty to the United States, but also personal habits, character, associations, reliability, judgement, susceptibility to coercion, exploitation or pressure, and other areas of security significance.  (See Adjudication Guidelines)


Personnel Security Investigation (PSI)


Any investigation required for the purpose of determining the eligibility of mili​tary and civilian personnel, contractor employees, consultants, and other persons affiliated with the Federal Government, for access to classified information, acceptance or retention in the Armed Forces, assignment or retention in sensitive duties, or other designated duties re​quiring such investigation.  PSIs include investigations  conducted for the purpose of making personnel security determinations.  They also include investigations of allegations that may arise subsequent to favorable adjudicative action and require resolution to determine an individual's current eligibility for access to classified information or assignment or retention in a sensitive position.



Physical Security


Those measures used to safeguard personnel; to prevent unauthorized access to equipment, facilities, material, and documents; to safeguard them against espionage, sabotage, damage, and theft; and to reduce the exposure to threats which could result in a disruption or denial of service.




Position Sensitivity

The ranking of each position by its relative importance to national security and/or criticality to agency operations.  There are three categories of position sensitivity:  Critical-sensitive, Noncritical-sensitive, and Non-sensitive.


Regrade

A determination that classified information requires a different degree of protection against unauthorized disclosure than currently provided, together with a change of classification markings.


Restricted Area


Any area to which access is subject to special restrictions or controls for reasons of security or safeguarding of property or material.


Restricted Data (RD)

All data concerning (1) the design, manufacture, or the use of atomic weapons; (2) the production of special nuclear material; or (3) the use of special nuclear material in the production of energy.  It does not include data declassified or removed from the Restricted Data category in accordance with section 142 of the Atomic Energy Act of 1954, as amended.


Revocation of Security Clearance

The cancellation or withdrawal of a security clearance that is currently in effect.  Normally the result of an adverse adjudication based on unfavorable information.


Risk Assessment

The process of identifying vulnerabilities to a particular system and the safeguards used to protect the system.



SCI Facility (SCIF)


An accredited area, room, group of rooms, or installation where SCI may be stored, used, discussed, and/or electronically processed.




Scope


The time period to be covered and the sources of information to be contacted during the prescribed course of a Personnel Security Investigation (PSI).


Secret Information

National security information or materials whose unauthorized disclosure could reasonably be expected to seriously damage the national security.


Security

An operational activity concerned with safeguarding information, property, personnel, or areas to prevent unauthorized persons from obtaining classified and other controlled information and/or stealing or damaging government property or harming people.


Security Clearance


A determination by an official with specified authority that an individual is trustworthy to have access to classified information or material within a designated classification category for which he or she ahs a need-to-know.  Only U.S. Citizens are eligible to have security clearances.



Security Incident


Any incident involving classified information in which there is a deviation from the requirements of governing security regulations (compromise, inadvertent disclosure, need-to-know violation, and administrative deviation are examples of a security incident).




Security Investigative Index

An index maintained by the Office of Personnel Management (OPM) listing all investigations conducted by OPM and other federal investigative agencies according to Executive Order 10450.


Security Policy Board


A Board established by the President by Presidential Decision Directive 29 (reference (tt)), to con​sider, coordinate, and recommend policy directives for U.S. security policies, procedures, and practices.


Security Violation

A failure to comply with agency security regulations.


Senior Officer of the Intelligence Community (SOIC)


The DoD Senior Officers of the Intelligence Community under EO 12333 (reference h) include: the Director, Na​tional Security Agency; Director, Defense Intelligence Agency;  Deputy Chief of Staff for Intelligence, U.S. Army;  Assistant Chief of Staff for Intelligence, U.S. Air Force;  and the Director of Naval Intelligence, U.S. Navy.


Sensitive Compartmented Information (SCI)

Information and material requiring special access authorizations and controls with compartmented intelligence systems.


Sensitive Position


Any position so designated within an agency, the occupant of which could bring about, by virtue of the nature of the position, a materially adverse effect on the national security.  All civilian positions are either special sensitive, critical-sensitive, noncriti​cal-sensitive, or nonsensitive as described by OPM regulation.


Sensitive Duties

Duties that are equivalent to sensitive positions for civilian employees but are assigned to military members and Federal contractors.  Military members and Federal contractor positions are not designated special sensitive, critical-sensitive, noncritical-sensitive or nonsensitive.



Service


Honorable active duty (including attendance at the military academies), membership in the ROTC Scholarship Program, Army and Air Force National Guard, Military Reserve Force (including active status and ready reserve), civilian employment in Government service, or civilian employment with an agency contractor or as a consultant involving access under the Industrial Security Program.  Continuity of service is maintained with change from one status to another as long as there is no single break in service greater than 24 months.


Significant Derogatory Information


Information considered in adjudication that could, in itself, justify an unfavorable administrative action, or prompt an adjudicator to seek additional investigation or clarification.


Single Scope Background Investigation (SSBI)


A personnel security investigation consisting of all of the components prescribed by Regulation.  The period of investigation for an SSBI is variable, ranging from three years for neighborhood checks to 10 years for local agency checks.  No in​vestigation will be conducted prior to an individual's 16th birthday.


Special Access Program (SAP)


A program established under agency regulations, for a specific class of classified information that imposes safeguarding and access requirements that exceed those normally required for information at the same classification level.  Such requirements include, but are not limited to, special clearances, adjudication's, investigative requirements, or special lists of persons determined to have a Need-to-know.


Special Investigative Inquiry (SII)


A supplemental personnel security investigation of limited scope conducted to prove or disprove relevant allegations that have arisen concerning a person upon whom a personnel security determination has been previously made and who, at the time of the allegation, holds a security clearance or otherwise occupies a position that requires a personnel security deter​mination under the provisions of this Regulation.  This is normally conducted by a DoD investigative agency.


STU-III

A telephone unit that uses encryption to transmit classified and/or sensitive information voice/data over telephone lines.


Suitability

A person's fitness based on character and reputation, for employment by the Federal Government.


Suspension of Access

A personnel security action whereby subject's access to classified information is temporarily suspended pending investigation and/or adjudication of derogatory information, which could effect the subject's continued clearance eligibility. 


TEMPEST


An unclassified short name given to the investigation, study, and control of compromising emanations.


Temporary Security Clearance

A security clearance based on the completion of minimum investigative requirements, which is granted on a temporary basis, pending the completion of the full investigative re​quirements.  Also known as "Interim Security Clearance".


Top Secret Information


National security information or material whose unauthorized disclosure could reasonably be expected to cause exceptionally grave damage to the national security.


Unclassified Information


Information that is not classified in accordance with an executive order or a statute, or information that has been declassified by proper authority.  Unclassified information normally is not marked as such except to distinguish it from classified information in a classified document when such a distinction is required or serves a useful purpose.


Unclassified Controlled Nuclear Information (UNCI)

Certain unclassified government information prohibited from unauthorized dissemination under section 148 of the Atomic Energy Act of 1954, as amended.


Unfavorable Administrative Action


An adverse action taken as the result of an unfavor​able personnel security determination.


Unfavorable Personnel Security Determination


A denial or revocation of clearance for access to classified information; denial or re​vocation of access to classified information; denial or revocation of a SAP or SCI access autho​rization; nonappointment to or nonselection for any position requiring a trustworthiness determination under Regulation; reassignment to a position of lesser sen​sitivity or to a nonsensitive position; and nonacceptance for or discharge from the Armed Forces when any of the foregoing actions are based on derogatory information of personnel security significance. 


United States Citizen


A person born in one of the following locations is considered to be a United States citizen for personnel security purposes: the 50 United States; the District of Columbia; Puerto Rico; Guam; American Samoa; Northern Mariana Islands; U. S. Virgin Islands; Panama Canal Zone (if the father or mother (or both) was, or is, a citizen of the United States); the Federated States of Micronesia; and the Republic of the Marshall Islands.


Upgrade

A determination that classified information requires, in the interest of national security, a higher degree of protection against unauthorized disclosure than currently provided, coupled with a changing of the classification marking.


Visual Materials

Photographs, motion pictures, slides, artists' renderings, engineering drawings, plant layouts, plots, plans, maps, and related materials which graphically portray information, concepts, or processes.

